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ABSTRACT

The proportion of attacks via office documents is increasing in recent incidents. Although the security of office
applications has been strengthened gradually, the attacks through the office documents are still effective due to the
sophisticated use of social engineering techniques and advanced attack techniques. In this paper, we propose a method for
detecting malicious OOXML(Office Open XML) documents and a framework for detection. To do this, malicious files used
in the attack and benign files were collected from the malicious code repository and the search engine. By analyzing the
malicious code types of collected files, we identified six “suspicious object” elements that are meaningful in determining
whether they are malicious in a document. In addition, we implemented an OOXML document-based malware detection
framework based on the detection method to classify the collected files and found that 98.45% of malicious filesets were
detected.
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Fig. 1. Distribution of exploits used in cyber
attacks, by type of application attacked
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Fig. 2. Common format of OOXML Microsoft Office
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Table 1. The Source of Our Data-Set

Data Source Files
VirusTotal Repository 3,780
Google Search Engine 600
Total 4,380
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Table 4. Vulnerability Files Classification

CVE number word excel ppt total
CVE-2017-11882 6 212 0 218
CVE-2017-0199 183 0 6 189
CVE-2016-7262 0 33 0 33
CVE-2017-8570 0 9 8 17
CVE-2017-8759 1 1 10 12
CVE-2018-0802 1 4 0 5
CVE-2014-6352 0 0 2 2
CVE-2018-4878 1 2 0 3
CVE-2012-1856 1 0 0 1
CVE-2018-8414 1 0 0 1
CVE-2015-2545 1 0 0 1
CVE-2018-15982 1 0 0 1
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Table 3. Classification of Office Files by Malicious Object Type

ekt Al FAe A=

Z] 2] o 94 0 2= o}\r/]_

il =2

o Malicious Set Benign Set
Element Description . .
Files Per. Files Per.

Macro A “VbaProject.bin” exists in a document 873 42.26% 84 3.85%
OLE Object “0leObject*.bin" exist in a document 541 26.19% 70 3.21%
DDE DDE keywords exist in XML files 104 5.03% 2 0.09%
ActiveX “activeX*.bin" exist in a document 30 1.45% 18 0.82%
EPS EPS objects exist in a document 14 0.68% 1 0.05%
External-Ref. An external reference object exists 706 34 17 306 14.01%

in ‘relationships” properties
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Fig. 4. OLE Object with JAR
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Fig. 6. OLE Object with VBS
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Fig. 6. External referral warning Messages
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O

[root]\word\document.xml

<?xml ... (8%)
<w:instrText>DDEAUTO
C:\Windows\System32\WindowsPowershell\vl.O\powershell . exe
"=w hidden -noexit
[Reflection.Assembly] : :Load([Convert] : :FromBase64sString((
New-Object Net.WebClient) .DownlocadString ("
https: astebin.com/raw/xWM3HUVP

'})) .EntryPoint.Invoke (§Null,$Null) "</wiinstrText>
P -1 ) AN

Fig. 8. DDEAUTO keyword code

ddeLink Class(15)¥ ‘externalLink*.xml
ot ZafslA =v, XML WA W ddeService,
ddeLink, ddeltem, 4Ad%te] EAlgcH(Fig. 9).
ol & &3l 3E3lauA} k= olE Aol dEhrlE
2 AYE 755 HAgt

[root]\xl\externalLinks\externalLink1.xml

<?xml...(8%).
<ddeLin

htt schenas openxmlformats.org/officeDocument/2006/rel
ationships" dd vice="MSEXCEL" ddeTopic=

EAR P \w:.ndows\systenﬂ\c-nd exe [c powershell.exe
-nop -w ... (¥%)..

Fig. 9. DDE Service with powershell

CVE-2016-7262 # <4 =
Excelell# AH827F 54 A& 293S A 935

el Edle HA6dA Bt 75& 38t FoF
S WA 79 olw DDELink 71%-& AHste] o
oo Waes FAA7IA ok

o] 7155 &3] $dAw "= DDE 719
=7} glefo stz XML Wels 94 AAZ &
A A A A REr)E AR 7S E DDE
7155 M3 Ao g ehx|gitt

ActiveX. 232 F4] o] Fe]Alo]d9 ActiveX
Control A3 =4 W A" A
“activeX*.bin"(Fig. 10)& £3] <4 Macro =
o] FAz Zrrh AdEAY, HAPEE fdse
adobe flash Z}4-& 4F4l3ste] ActiveX object ®F
ojufe] -t B4 A 3 A o ZE|A o)Al oA

slolxlel} 54 gk BAE ol gstel gelme 4l
G Aok WANA od $AL FUT 4
ct.

[root]\xhactiveXiactiveX1.bin

k-] Y% 137 =R &
Al <20> 2019-02-18 18:53 —

[ JLrels] <20> 2018-12-04 17:38 —

|l activeX1 bin 117.371 2018-12-05 01:05 a—

| ] activeX1 xmi 302 2018-12-05 01:05 -a—

Fig. 10. ActiveX Control Object

ot F=7b ActiveX object WHell flash =4
2 $A% AR w¥xE F dEE gtk
ActiveX wlelue] IpA] A ASIE 292~ 4
o] FejAle]Ad F Aol Hslr+= heap sprays 4l
3 wleluie]7} viAAA R WAV E e ¥
3 5 9 u 2 gt}

EPS(Encapsulated PostScript). ¥ o]

125 Z3st= 549 Adobe 23HE dloj7]uk
94 EPS+ 292 A ofZg|Alo]AdellA] A dghtt,

A W Meps” A TR EAEH, F=
‘image®.eps’® °l&& Zerh oY EES 3
A7155 52382, REQ FHH 4
+ Weth EPSE 3AAREe] ofE3kar glejA &
A 24l WA 29~ F4 oJEYAlelddlA A
A=A dech aug g2 3AxEe] EPS #F
He &g3le] T4 ARgElden], A e
EPSE I3l ole A5 dHIZ== oS 5
3

O

;L

CVE-2015-2545 #1°F4& AHgoh opzes
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A HdE A A4S EPS ~azEC 2dE 4
ow <odl EPS & A= mEA
‘EPSIMP32.FLT 9|4 UAF(Use After Free)
5o S HAAZIG, A W S ~3jE
= /A sl Akl HelR side] AR
o] Al AHolH EA 9o g Z=F FA|3V]
A sd 7es 223 HeHE 2AsH Hoh
dole] 2Hre QlsiA 54 97t mlelye —EZ}
od Fe(Fig. 1DE ZHHAY =3} o
(Fig. 12)8] A5 ol & &A3l= 7o) oI}t &4
FA M= HofdS dslr] $13 A= nlole]
Fejo] sl == ALy wielyy] Hrle] w4
Aog & P& PAFEE st

External-Ref. ¥4 WellA ™. xml.rels” XML
HA W Relationship $4°% Object 3% A
Al 2385 Object¥st ohzl URI 4% A
Aoz o 9%el 9= Object®= 2T
stk o] o JNAl FE VS FEA Al2E ot

:{o
O‘LL(

AAE Ay AR THeEe sel e sl ok
239 AR 32T 5 vk FRsAE AL o

[root]\wordimedia\image.eps

TREY 2IK37 ¥R 4%
<BU> 201812151322 —
994,893 2018-12-15 13:22 -a—

Fig. 11. EPS binary included script

[root]\word\mediatimage1.eps

TR ®#IX37 R &%

. <80> 201812151322 —
654,135 2018-12-15 1322 -a—
= imag Peg 15,046 2018-12-1513:22 =
= image2 lpeg 631 2018-12-15 13:22 o

3 &0 600
/Times-Roman f£indfont glcbaldict begin /10 def 10 scalefont

setfont newpath /11 def 1l moveto /12 11 def /13 { /14 exch
def /12 12 10 sub def 12 moveto 14 show } bind def /16 { /17 exch
def /18 exch def /1% 18 length 17 length add string def 1% 18
putinterval 1% 18 length 17 putinterval 1% ) bind def /110 { /111
exch def 111 1t 111 add ){ 111 sub add )} ifelse )} bind
def /112 { /113 exch def /1% string def /115 113 and def 1%
115 and 110 put 1% 115 bitshift and 110 put /116 113
bitshift and def 19 11& and 110 put 1% 118 bitshift
and 110 put /117 113 bitshift and def 19 117 and 110

put 18 117 bitshift and 110 put /118 1132

Fig. 12. EPS obfuscated script

i R L LE}E} 01% o83 HoMd & vpkd W

9 IW External-Ref Z
et s e 38 S
“oleObject”, “attachedTemplate’, “frame’,
“externalLinkPath’, “hyperlink2 &34l 7
o2 Fgalslglon, &AL F sfeluHas Ak AL
4 oz)7} "ol False Positiver} oitEe
“externalLinkPath’, “hyperlink & A|¢]s}x
A= =& 3lodr}.

ole} A HHIZE=E thbe} Q_B 3= 357t
dubrloloja] F7AQl ofA] A me A TS
vk HeE velde, Word EogAbel A8 o
oA gAY FHedEo] 9lv AF BAEHEE s

CVE-2017-0199 #HH& AMgsle ddi=e
URL Moniker#} OLEE °]#3 HTA(HTML
Application) Z}d& Akglsly 2k} ol& ¥
x]g]_y] sl;]gﬂ oM—l:fcg]. 7k HLAlvgg g_t,i_ HTA
& #xsle 7459k FHFH A
Link WAoo ojf3tzshs Jus WeAos o
2% 4 =R 3ol

CVE-2017-8570% CVE-2017-8759 4=
e RER 2 B3 e faksioh
CVE-2017-8570% A3l G Z=(Fig. 13)=
Script Moniker 7JAle tha] 27]3}5 st A
oA WA FHde EE37] wiel 9ol
sct script(Windows Script Component)& #
z3lm, o] & AT F Q=S g}

CVE-2017-87599] 7% SOAP WSDLParser
FE FHFHE Ao, SOAP Monikerel] #
g5 = CRLF F242 ZASHA] oo} vHA
st Fokdelrt ole} e R oI oA
soap:WSDLS 53] XML A& #=xsiex &
o BABLEE sh9ir).

Ir

ﬂ&‘l

l

[root]\xl\externalLinks\_rels\externaILinkﬂ xml.rels
aml ... (onitted)... <Relationship Id="_id 1731" Type=

http: Hschenas openxmlfornats. o:u/nEfJ.ceDocmentt'ZDOEfrela.tlonsh1ps!o

leObject" T ie="External" get="script:
https://a. po"Lfe co/oqgfem. xml" 1‘><1R~ ationships»

Fig. 13. External OLE Object
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o v 1

.|.|.

V. 78

F.Q_

2 85 It

5.1 §X| =7 78

B =g A OOXML E9e 4 A=
AN E AR '] =E kgt F
| detdelH 25 67HA NAREeE st
o 747 Macro, OLE Object, ActiveX,
DDE, EPS, External-Refe]t}. OOXML ~¥

2w |d

X

Check
Suspicious
At Object

Bn B8

Metadata of Document \

OOXML Documents

&

Office: Normal

o0l
vl o [©

2 PKZIP 2 HA7)A Feojgjomz st=sAs}t
o% weldlo]8] & FE3t OOXML Z9 o345 A
Fste] iy -5 gl ook JRAle XML
gl S s E_E]/* A 3 (Word, Excel,
PPT)el webs] Rt 23 detdo|g &2
7; g2 RER mﬂ o] AxHFig. 14)E F3y3ch.
NAME =] BEellA = Aog TN A3}
= MALA EA N5 sl old oAl A

Detect
Malicious
Object

Office: Malicious

Result = { filname: ‘abc.door,

md5: “Bcfec...’,

OfficeType: ‘word’,

result: ‘malicious’,

susp_object: {memals ['externalLink1.ml.rels 7},
CVE: "CVE-2017-8570",

dscription: *script_ moniker, _object )

Office: Suspicious

Fig. 14. Model of OOXML document detection framework

Detection Start
Input a document

Unzip the document,
get metadata

suspicious malicious

object? macro?

malicious
gleObject?,

malicious
DDE?

malcious
activeX?

malicious
Egternal-Rej

malicious
EPS?

v

Show the result Show the result
"Normal’ "Malicious™

Showtheresult £ .:
"Suspicious”

J

End of detection

Fig. 15. Detection Process of Malicious OOXML Document
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7 EAEA U= A o olake] A3 gle] &g ot
d9] A3E Normalz EF3ch MNAL47F &4
= A A HAL e dEEle 7 oA A
BER g ARE HLg) &4 ZEdA= A
a4 oFE 54 2 FHopdS wiEeR Ty
22 Z2A A (Fig. 15)F 534 oA %5 A+
gheh, FHebd AR 4] Fede dfeiME ARAL
=] Azl 4] CVE number 72 £33le] ojul
Fokgs Algdl ohF:EQlx] oF 2 9lA| )
A A A £AE oA ShdelA] AR E = Rl
o} 1 oAl WAL Alzlel vlA= o FE et
ARt ZAAkel g2 ¢ Malicious® #+573F
ol Al A ®AE R = kA, A 7L ER) 5k
oA 74l Sle e Suspicious® 3t
of, AREAPL A REL] sl s A
3kal, 5o R I ¢ Q eE 7Rt

A FE] Aol 54 i—‘ﬂ* A ol A1
72 AHEEA U= 7 FEofA o8 o]
fxE A5 3
A RE7t B4 o7 A§2
2 Fishke Aol fovisie, 29~
(word, excel, ppt)& TE3t] "HAFoEH
False Positive®] 7Fs3-& £4ich.

olofA], ot/ eJAl/AAF AFE vl o R ©R| 3
I BAE A, LGy 5 AARE 2 Y
i

75 o4 OOXML £4 A zHd =3+
https://github.com/sharpduckk/OOXML-
MalClassifier ¢4 #elg 5 glr}.

—{o
2

39
Ex

#ok1

;O
R

o N

ok 01r

P o
ofl
)

5.2 845 ot

E =AM AAG A7 S Xﬂ.%—?ﬁ @2 =
ZH Y= gt A Hrke s Sl& S
Anti-Virus 478 A&7} H]Lﬁ]'?d‘:]—. % 4,25070

s} (Malicious 2,0667), Benign 2,18470)¢ H
A A eE S8 FAIHE 88 ©
A =79} Anti-Virus AFEel| i3k A% vx 43
= Table 5} #t},

E =rolA AAS #AHE F8 2R TS
=g A3} oA dlo]EjAle EHE]W 8.45% &=
(True Positive) 452 E"ﬂﬂr gk A4k dlolg
Aol thal A= 1.19%% S¥(False Positive) 2

I B o] Ax o5 04117F slsol gl s

Table 5. Comparison between the Anti-Virus
and the suggested method

Product TP FP Performance
Our Method 98.45% 1.19% 8m 24s
Ahnlab 76.08% 0.41% Tm 44s
Avast 69.07%  1.09% 4m 16s
Kaspersky 91.48%  0.59% 11m 43s
Symantec 80.73% 0.64% 17m 25s

o} Anti-Virus AEFES $#AHE 7|FoRE
g FHF AR oA EA41 dlele Al daiAE 10
0% ¥ (True Positive)S 2ralstgici(Table
6). o] #Hekd w4 g w4 CVE num
berg ¥t or, A Hde A= Hylo C
VE number”} Label Datas} Atolslsict. o)<}
FHsted CVE-2018-0802= CVE-2017-118
829} fAkg A frow FAd3t 5AS =
Aoz s19l7] wite] =% CVE-2017-11
8822 E-F= vk, CVE-2018-4878= <4 Ad
obe Flash }de] “oleObject*.bin” WA W =
gl 7S wx8ly] gl A2t CVE number
& 543 ool CVE-2018-48787} H-5oll %3t
A gsith. CVE-2015-2545+ EPS 53
Z AHF3A CVE numbers EA37] ¥
t}. CVE-2018-15982+ &A] =9 EAAH
UAF #fdle 7238b7] o34 &g #3 =
gk CVE number® EF#| st}

o AE vlas s W, gAAse] HeluA
W AR 9RR nlge] oH o] AR
2 gA3joF dl= Anti-Virus AE3} nlasjs Al
AVl = 87ER] AR, AR AEe] oA
Fro] &4 o9} P ™ ot sle ¥
A 7] BAS A A48 AR Bt} €4 =
7o oA I &R "Malicious” A
98.45%0°]", “Suspicious” ZI7tA] Eggt
AA A& 99.66% 7} =] o] oA o
s AN = gioh &7 X & oA el s
HE A3 £4 £ URL F47t vdg 9
3t weA] ghedo] AHAE 3
otdFES 3 fPoE HY 013111 kel %Z] =
A AE3)7] ol AR Hlr)

Hl2g AFES Ahnlab V3, Avast Free
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Table 6. CVE-Files Detection Result Holz|uk F/719e] EAAL o] HFAS e Zo] 9]

At $13el 22w A5 ofell whE du]Aje] das)

CVE number Files TP CVE Match W A7k} 08-S 7hshelebs uhelal oix)s} olch

CVE-2017-11882 218 218 218 2 ghebEi)

CVE-2017-0199 189 189 189 olol| 4] olFsl njel o] oE A HRE Eg

CVE-2016-7262 33 33 33 =0z jjr%l% wolel mr Ao o]2 HA o

CVE-2017-8570 AL 7 @Asle Ag kst add FRaA A

CVE-2017-8759 12 12 11 A 75§43 A= Anti-Virus 2Eo]

CVE-2018-0802 5 5 0 flat ©3] fo|Aow TEs) ALedt Ao oAty

CVE-2014-6352 2 2 2 g e weld e $AFos mEEoe]o} aF

CVE-2018-4878 3 3 0 #olt}.

CVE-2012-1856 1 1 1
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